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Background 

The Education Endowment Foundation (EEF) was founded in 2011 by lead charity The Sutton 
Trust in partnership with Impetus Trust, with a £125m grant from the Department for 
Education. As an independent charity dedicated to breaking the link between family income 
and educational achievement, the EEF aims to: a) raise the attainment of 3-18 year-olds, 
particularly those facing disadvantage; b) develop their essential life skills; and c) prepare 
young people for the world of work and further study. The EEF supports teachers and senior 
leaders by providing free, independent and evidence-based resources designed to improve 
practice and boost learning. We do this by generating evidence of what works to improve 
teaching and learning, mainly through funding robust randomised controlled trials of promising 
but untested programmes and approaches, but also pilots, quasi-experimental studies and 
other projects. We then support schools (including early years and post-16 settings) across 
the country in scaling up evidence to achieve the maximum possible benefit for young people. 

 

In accordance with the General Data Protection Regulation (GDPR), the Education 
Endowment Foundation (EEF) have implemented this privacy notice to inform you of the types 
of data we process about you. We also include within this notice the reasons for processing 
your data, the lawful basis that permits us to process it, how long we keep your data for and 
your rights regarding your data. 

 
 

A) Data protection principles 

Under GDPR, all personal data obtained and held by us must be processed according to a set 
of core principles. In accordance with these principles, we will ensure that: 

 

a) processing is fair, lawful and transparent 
b) data is collected for specific, explicit, and legitimate purposes 

c) data collected is adequate, relevant and limited to what is necessary for the purposes 
of processing 

d) data is kept accurate and up to date. Data which is found to be inaccurate will be 
rectified or erased without delay 

e) data is not kept for longer than is necessary for its given purpose 

f) data is processed in a manner that ensures appropriate security of personal data 
including protection against unauthorised or unlawful processing, accidental loss, 
destruction or damage by using appropriate technical or organisation measures 

g) we comply with the relevant GDPR procedures for international transferring of personal 
data 

 

B) Types of data held 

We keep several categories of personal data in order to carry out effective and efficient 
processes. We keep this data in files on the premises and also within our computer systems, 
with permission restricted exclusively to the Finance and Administrative Department. 

 
Specifically, we may hold the following types of data: 



a) Title, full name and address; 
b) Any previous names or addresses 
c) telephone number; 
d) email address; 
e) bank details; 
f) records of donations made and/or expenses paid (date and amount); 

 
 

C) Collecting your data 

When submitting an expense claim, an invoice, making a grant or donation to the EEF we may 
ask you to provide several pieces of data to us directly. 

 

D) Lawful basis for processing 

The law on data protection allows us to process your data for certain reasons only. 
 
The information below categorises the types of data processing we undertake and the lawful 
basis we rely on. 

 
Activity requiring your data Lawful basis 

Ongoing communication with suppliers, customers and partners 
(grantees, evaluators and any other partner) 

Our legitimate interests 
or performance of a 
contract (if applicable) 

Processing and paying invoices and expenses claims Our legitimate interests 

or performance of a 
contract (if applicable) 

Submitting Gift Aid claims to HMRC Legal obligation 

Preventing and detecting fraud Our legitimate interests 

Processing a change in bank or investment account signatories Our legitimate interests 

 
 

E) Failure to provide data 

Your failure to provide us with data may mean that we are unable to fulfil our commitment to 
reimburse you for your expenses or invoices, or provide you with the necessary level of 
permissions for you to fulfil your duties. 

 

F) Who we share your data with 

Employees within our company who have responsibility for finance and administration will 
have access to your data which is relevant to their function. All employees with such 
responsibility have been trained in ensuring data is processed in line with GDPR. 

 

Data is shared with third parties for the following reasons: 

• CAF bank - when adding supplier on one of the bank accounts, also if making online 
expense or invoice payments via BACS. For more details about how CAF Bank use 
the data please visit https://www.cafonline.org/navigation/footer/privacy. 

• Signable – when uploading expenses claims or invoices onto Signable, our online 
approval system. For more details about how Signable use the data, please visit 
https://www.signable.co.uk/gdpr/ , https://www.signable.co.uk/privacy-policy/ and 
https://www.signable.co.uk/terms-conditions/ 

• Quickbooks Online Intuit – when accounting for invoices and payment of the invoices. 
For more details about how Quickbooks Online (Intuit) use the data, please visit 
https://quickbooks.intuit.com/uk/privacy-policy/ 
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• SAP Concur – when accounting for invoices and payment of the invoices. For more 
details about SAP Concur use the data, please visit https://www.concur.co.uk/privacy- 
policy, https://www.concur.co.uk/gdpr and https://www.concur.co.uk/data-security. 

• HMRC - when processing Gift Aid claims in relation to donations received by the EEF; 
 

We may also share your data with third parties for other reasons to comply with a legal 
obligation upon us. We have a data processing agreement in place with such third parties to 
ensure data is not compromised. Third parties must implement appropriate technical and 
organisational measures to ensure the security of your data. 

 
We share your data with bodies outside of the European Economic Area. These countries are 
the United States and the reason for sharing with these countries is that we use Quickbooks 
Online (Intuit) as our accounting software package, who store our data in the USA. We have 
put the following measures in place to ensure that your data is transferred securely and that 
the bodies who receive the data that we have transferred process it in a way required by EU 
and UK data protection laws: The data transfer mechanism used by Quickbooks Online (Intuit) 
is the EU-US Privacy Shield regime and Intuit is a certified member of the Privacy Shield 
scheme. 
We also share your data with SAP Concur who host the data in the European Economic Area 
but who has affiliates and third-party service providers within, as well as outside of, the EEA. 
Therefore, your Personal Data may be transferred, used, processed or stored in the United 
States or any other country where SAP Concur operates or maintains facilities or call centers, 
including jurisdictions that may not have data privacy laws that provide protections equivalent 
to those provided in your home country. 

 

G) Protecting your data 

We are aware of the requirement to ensure your data is protected against accidental loss or 
disclosure, destruction and abuse. We have implemented processes to guard against such. 

 

H) Retention periods 

We only keep your data for as long as we need it for, which, for financial transactions can be 
up to 7 years. 

 
Document Retention Period 

Invoices / Expense claim 
forms 

6 years (from end of financial year in which the transaction was 
made) 

Bank records of payments 
made 

6 years (from end of financial year in which the transaction was 
made) 

Gift Aid declarations 6 years after the last payment made 

Legacies 6 years after the estate has been wound up 

Records of donations made 6 years (from end of financial year in which the transaction was 
made) 

Bank signatory forms For the length of time that you are a signatory 

Credit card holder forms For the length of time that you are a card holder 

 
 

I) Automated decision making 

Automated decision-making means making decision about you using no human involvement 

e.g. using computerised filtering equipment. No decision will be made about you solely on the 
basis of automated decision making (where a decision is taken about you using an electronic 
system without human involvement) which has a significant impact on you. 
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J) Your rights 

You have the following rights in relation to the personal data we hold on you: 
 

a) the right to be informed about the data we hold on you and what we do with it; 
b) the right of access to the data we hold on you. We operate a separate Subject Access 

Request policy and all such requests will be dealt with accordingly; 
c) the right for any inaccuracies in the data we hold on you, however they come to light, 

to be corrected. This is also known as ‘rectification’; 
d) the right to have data deleted in certain circumstances. This is also known as ‘erasure’; 
e) the right to restrict the processing of the data; 
f) the right to transfer the data we hold on you to another party. This is also known as 

‘portability’; 
g) the right to object to the inclusion of any information; 

h) the right to regulate any automated decision-making and profiling of personal data. 
 
In addition to the above rights, you also have the unrestricted right to withdraw consent, that 
you have previously provided, to our processing of your data at any time. Withdrawing your 
consent means that we will stop processing the data that you had previously given us consent 
to use. There will be no consequences for withdrawing your consent. However, in some cases, 
we may continue to use the data where so permitted by having a legitimate reason for doing 
so. 

 
If you wish to exercise any of the rights explained above, please contact Anne-Laure, Bedouet, 
Head of Finance. 

 

K) Making a complaint 

If you think your data rights have been breached, you are able to raise a complaint with the 
Information Commissioner (ICO). You can contact the ICO at Information Commissioner's 
Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF or by telephone on 0303 
123 1113 (local rate) or 01625 545 745. 

 

L) Data protection compliance 

 
Anne-Laure Bedouet, our Head of Finance, is the Chair of the EEF GDPR and Data 
Protection Working Group: 

 
Anne-Laure Bedouet, Head of Finance 
Anne-laure.Bedouet@eefoundation.org.uk 
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